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Much lower density
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grid technology

Co-operative
technology




WHAT ARE THE CO-OPS?
WHO IS NRECA?
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« 55,000 MW capacity
« 5% of the U.S.




RESILIENCY

“THE ABILITY TO MAINTAIN OR RECOVER
NORMAL OR NEAR-NORMAL SERVICE OR
STATUS OF THE SYSTEM THROUGH PLANNING,
PREVENTION, MITIGATION, RESPONSE AND
RECOVERY EFFORTS."”
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DEFENSE ADVANCED

RESEARCH PROJECTS AGENCY

25 Research Programs —
‘cyber”



DEFENSE ADVANCED

RESEARCH PROJECTS AGENCY

Active Authentication 13. Enhanced Attribution
Active Cyber Defense (ACD) 14. Extreme DDoS Defense (XD3)
Automated Program Analysis for Cybersecurity (APAC) 15. High-Assurance Cyber Military Systems (HACMS)

Behavioral Learning for Adaptive Electronic Warfare (BLADE) 16. Integrated Cyber Analysis System (ICAS)
Building Resource Adaptive Software Systems (BRASS) 17. Leveraging the Analog Domain for Security (LADS)

o et s

Clean-slate design of Resilience, Adaptive, Secure Hosts % Mfam.ex ; .
(CRASH) 19. Mission-oriented Resilient Clouds (MRC)
7. Computer Science Study Group (CSSG) b
feteeies 21. Rapid Attack Detection, Isolation and Characterization
Crowd Sourced Formal Verification (CSFV) Systems (RADICS)
9. Cyber Fault-tolerant Attack Recovery (CFAR) 29. Safeware
10. Cyber Grand Challenge (CGC) 23. Space/Time Analysis for Cybersecurity (STAC)
11. Dispersed Computing 24. Transparent Computing
12. Edge-Directed Cyber Technologies for Reliable Mission 25. Vetting Commodity IT Software and Firmware (VET)

Communication (Edge CT)



DEFENSE ADVANCED Building Resource Adaptive Software

RESEARCH PROJECTS AGENCY

Systems (BRASYS)
Dr. Suresh Jagannathan




DEFENSE ADVANCED Building Resource Adaptive Software
RESEARCH PROJECTS AGENCY Systems (BRASS)

Dr. Suresh Jagannathan

Modern-day software operates within a complex ecosystem of libraries, models, protocols and
devices. Ecosystems change over time in response {o new technologies or paradigms, as a
consequence of repairing discovered vulnerabilities (security, logical, or performance-related), or
because of varying resource availability and reconfiguration of the underlying execution platform.
When these changes occur, applications may no longer work as expected because their
assumptions on how the ecosystem should behave may have been inadvertently violated.
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DEFENSE ADVANCED Building Resource Adaptive Software
RESEARCH PROJECTS AGENCY Systems (BRASS)

Dr. Suresh Jagannathan

Modern-day software operates within a complex|ecosystem of libraries, models, protocols and

devices. Ecosystems change over time|in response to new technologies or paradigms, as a

consequence of repairing discovered vulnerabilities (security, logical, or performance-related), or
because of varying resource availability and reconfiguration of the underlying execution platform.
When these changes occur, applications may no longer work as expected because their
assumptions on how the ecosystem should behave may have been inadvertently violated.

Successfully|adapting applications to an evolving ecosystem|requires mechanisms to infer the
impact of such evolution on application behavior and performance, automatically trigger
transformations that beneficially exploit these changes and provide validation that these

transformations are correct.
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Stockholm Resilience Centre

« CAMBRIDGE

UNIVERSITY PRESS

http://stockholmresilience.org/download/18.10119fc11455d3c557d
6928/1459560241272/SRC+Applying+Resilience+final.pdf
& http://www.resalliance.org/news/19
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Stockholm Resilience Centre

i CAMBRIDGE

Wl UNIVERSITY PRESS

. MAINTAIN DIVERSITY AND REDUNDANCY

. MANAGE CONNECTIVITY

. MANAGE SLOW VARIABLES AND FEEDBACKS

. FOSTER COMPLEX ADAPTIVE SYSTEMS THINKING

. ENCOURAGE LEARNING

. BROADEN PARTICIPATION

. PROMOTE POLYCENTRIC GOVERNANCE SYSTEMS

http://stockholmresilience.org/download/18.10119fc11455d3c557d
6928/1459560241272/SRC+Applying+Resilience+final.pdf
& http://www.resalliance.org/news/19
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Principle one

Maintain diversity

and redundancy

e FUNCTIONAL REDUNDANCY — MULTIPLE e RESPONSE DIVERSITY — COMPONENTS

COMPONENTS CAN FULFILL THE SAME FILLING THE SAME FUNCTION RESPOND
FUNCTION DIFFERENTLY TO

e DARK NET CHANGE/DISTURBANCE/ATTACK

« BACKUPS e UTILITY NETWORKS ARE DIVERSE AND

RESPOND DIFFERENTLY TO ATTACKS

 MANUAL OPERATIONS
e UTILITIES MANAGE CYBER INCIDENTS

DIFFERENTLY



Principle one

) Maintain diversity

¥ and redundancy

HOW DO YOU BALANCE:

EFFICIENCY VS. REDUNDANCY

STANDARDIZATION VS.

DIVERSITY
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Principle two

Manage

connectivity

INVENTORY OF DEVICES & SOFTWARE

SECURE CONFIGURATIONS

PRINCIPLE OF LEAST PRIVILEGE — CONTROLLED USE OF ADMIN PRIVILEGES
LOGGING & MONITORING

CONTROL OF NETWORK PORTS, PROTOCOLS, & SERVICES

SECURE CODING
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Principle two

7N Manage

COMPLEXITY OF SYSTEMS
INTERDEPENDENCIES NOT ALWAYS KNOWN
TOOLS — EASE OF USE, FALSE POSITIVES, ETC.

HUMAN IN THE LOOP VS. AUTOMATION



Principle two

Manage

connectivity

HOW DO WE RECONNECT COMPROMISED SYSTEMS<e

IS DIVERSITY A PROBLEM OR A SOLUTION?
STANDARDIZED/MODULAR SYSTEMS

PATCH / CHANGE MANAGEMENT
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Principle three

Manage slow variables

and feedbacks

e MONITORING & ANOMALY DETECTION — ACCOUNTS, TRAFFIC, CONNECTIONS,
B

e INCIDENT RESPONSE

* INFORMATION SHARING

e PEN TESTS AND RED TEAM ASSESSMENTS
 HONEY POTS, SANDBOXES, ETC.
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MACHINE LEARNING — SLOW INTRUSIONS
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MACHINE LEARNING — SLOW INTRUSIONS
WHEN DO YOU LET THE INTRUDER KNOW YOU KNOW?
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Principle three

MACHINE LEARNING — SLOW INTRUSIONS
WHEN DO YOU LET THE INTRUDER KNOW YOU KNOW?¢
DETECTION — 2015 MEDIAN =146 DAYS (416 IN 2012)
DO WE HAVE ‘CANARIES’ ¢




Principle four

Foster complex adaptive

systems thinking




Principle four

Foster complex adaptive

systems thinking

DYNAMIC

CAUSE & EFFECT SEPARATED IN
SPACE AND TIME

INHERENT UNCERTAINTY

PRODUCE ADAPTIVE AND EMERGENT
STRUCTURES, PATTERNS, & BEHAVIORS

CRITICAL THRESHOLDS



Principle four

Foster complex adaptive

systems thinking

DYNAMIC NON-LINEAR CHANGES

COMPLEX # COMPLICATED

CAUSE & EFFECT SEPARATED IN
SPACE AND TIME

CONTINUOUS LEARNING — BUILD ON
INHERENT UNCERTAINTY EMERGENT INFORMATION

PRODUCE ADAPTIVE AND EMERGENT CENTRALIZED COMMAND & CONTROL
STRUCTURES, PATTERNS, & BEHAVIORS MAY NOT WORK

CRITICAL THRESHOLDS



Principle four

Foster complex adaptive

systems thinking

* DEVELOP THREAT MODELS — HUMAN BEHAVIOR
* SYSTEMS THINKING — ANALYZING INDEPENDENT DATA STREAMS
e PERSONNEL TRAINING, CROSS-DISCIPLINARY TRAINING
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SCIENCE OF CYBER SECURITY — NOT WELL DEFINED
HUMAN BEHAVIOR — ATTACKER AND ATTACKED

MATHEMATICS, ALGORITHMS



Principle four

SCIENCE OF CYBER SECURITY — NOT WELL DEFINED
HUMAN BEHAVIOR — ATTACKER AND ATTACKED
MATHEMATICS, ALGORITHMS

DISTRIBUTED DECISION MAKING — EMERGENT SHARED RESPONSE
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Principle five

Encourage

learning

MANAGEMENT

e ADAPTIVE MANAGEMENT —
HYPOTHESIS, INQUIRY DRIVEN

e ADAPTIVE CO-MANAGEMENT —
INCLUDING STAKEHOLDERS IN INQUIRY,
SHARING ACROSS SILOS

e ADAPTIVE GOVERNANCE — MATCHING
THE SCALE OF THE DECISION PROCESS
TO THE SCALE OF THE CYBER EVENT,
SHARING ACROSS SCALES
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MANAGEMENT LEARNING
* ADAPTIVE MANAGEMENT — * SINGLE LOOP — HOW ARE WE DOING?
HYPOTHESIS, INQUIRY DRIVEN ARE WE DOING THINGS RIGHT?

e ADAPTIVE CO-MANAGEMENT —
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MANAGEMENT LEARNING
* ADAPTIVE MANAGEMENT — * SINGLE LOOP — HOW ARE WE DOING?
HYPOTHESIS, INQUIRY DRIVEN ARE WE DOING THINGS RIGHT?
* ADAPTIVE CO-MANAGEMENT — * DOUBLE LOOP — ARE WE DOING THE
INCLUDING STAKEHOLDERS IN INQUIRY, RIGHT THING ¢

SHARING ACROSS SILOS

e ADAPTIVE GOVERNANCE — MATCHING
THE SCALE OF THE DECISION PROCESS
TO THE SCALE OF THE CYBER EVENT,
SHARING ACROSS SCALES



Principle five

Encourage

learning

MANAGEMENT LEARNING
* ADAPTIVE MANAGEMENT — * SINGLE LOOP — HOW ARE WE DOING?
HYPOTHESIS, INQUIRY DRIVEN ARE WE DOING THINGS RIGHT?
* ADAPTIVE CO-MANAGEMENT — * DOUBLE LOOP — ARE WE DOING THE
INCLUDING STAKEHOLDERS IN INQUIRY, RIGHT THING ¢

e e TRIPLE LOOP — DO WE KNOW WHAT THE

e ADAPTIVE GOVERNANCE — MATCHING RIGHT THING TO DO IS¢ CREATING
THE SCALE OF THE DECISION PROCESS SPACE FOR KNOWLEDGE SHARING
TO THE SCALE OF THE CYBER EVENT, ACROSS SILOS AND SCALES

SHARING ACROSS SCALES



A Principle five
// Encourage
learning

* INCREASING SKILLS AND COMPETENCIES WITHIN SILOS

e (CROSS TRAINING BETWEEN IT, OT, ENGINEERS, SOFTWARE DEVELOPERS
e ES-C2M?2 — SELF ASSESSMENTS ACROSS MULTIPLE JOB RESPONSIBILITIES



A Principle five
&/_; Encourage
@ learning

INCREASING SKILLS AND COMPETENCIES WITHIN SILOS

CROSS TRAINING BETWEEN IT, OT, ENGINEERS, SOFTWARE DEVELOPERS
ES-C2M2 — SELF ASSESSMENTS ACROSS MULTIPLE JOB RESPONSIBILITIES

ELECTRICITY SUBSECTOR COORDINATING COUNCIL (ESCC)

ELECTRICITY INFORMATION SHARING AND ANALYSIS CENTER (E-ISAC)
MANY!
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A Principle five
&/_; Encourage
@ learning

TRAINING CURRICULA NEEDED

BRINGING STAKEHOLDERS INTO INQUIRY PROCESS - TRUST

MISMATCHES BETWEEN SCALE OF DATA COLLECTED AND SCALE
OF IMPACT — INFORMATION SHARING INCOMPLETE
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Principle six

Broaden

participation

e PSYCHOLOGY OF STEWARDSHIP = SAFETY AND SECURITY
e OUTREACH TO C-SUITE

e EDUCATIONAL CAMPAIGNS — CYBER HYGIENE, NATIONAL
CYBER SECURITY AWARENESS MONTH



Principle six

Broaden

participation

SILOS STILL EXIST
BUSINESS CASE DIFFICULT
SKY IS FALLING €2 THERE'S NOTHING WRONG
DIVERSE GOVERNANCE ENTITIES
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governance

MULTIPLE INTERACTING GOVERNANCE BODIES WITH THE
AUTONOMY TO MAKE AND ENFORCE RULES — EMBEDDED IN A
HORIZONTAL OR NESTED NETWORK

e ELECTRICITY SUBSECTOR COORDINATING COUNCIL (ESCC)
 MANY!
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Principle seven

AUTHORITY BOUNDARIES NOT ALWAYS DEFINED

WHO BEARS THE COSTS AND WHO COLLECTS THE BENEFITS ¢
COMPLIANCE VS. SECURITY

DOES MANAGEMENT OF A CYBER INCIDENT ON ONE SCALE
IMPACT OTHER SCALES@?



BIOLOGY / ECOLOGY / NATURAL
SYSTEMS RESILIENCE

CYBER RESILIENCE



BUILDING RESILIENCE

. MAINTAIN DIVERSITY AND

REDUNDANCY

. MANAGE CONNECTIVITY
. MANAGE SLOW VARIABLES AND

FEEDBACKS

. FOSTER COMPLEX ADAPTIVE

SYSTEMS THINKING

5. ENCOURAGE LEARNING
6. BROADEN PARTICIPATION
/. PROMOTE POLYCENTRIC

GOVERNANCE SYSTEMS



ALL HANDS ON DECK

Identify

Protect

 ——»u Respond
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The Resilient Design Principles

RESILIENCE TRANSCENDS SCALES 6. LOCALLY AVAILABLE, RENEWABLE, OR

RECLAIMED RESOURCES ARE MORE RESILIENT
RESILIENT SYSTEMS PROVIDE FOR

BASIC HUMAN NEEDS /. RESILIENCE ANTICIPATES INTERRUPTIONS AND

A DYNAMIC FUTURE
DIVERSE AND REDUNDANT SYSTEMS

ARE INHERENTLY MORE RESILIENT 8. FIND AND PROMOTE RESILIENCE IN NATURE
. SIMPLE, PASSIVE, AND FLEXIBLE 9. SOCIAL EQUITY AND COMMUNITY
SYSTEMS ARE MORE RESILIENT CONTRIBUTE TO RESILIENCE

DURABILITY STRENGTHENS RESILIENCE 10. RESILIENCE IS NOT ABSOLUTE

RESILIENT DESIGN
I NS T I TUTE

http://www.resilientdesign.org/the-
resilient-design-principles/
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BUT WHAT IF SIMPLE BACK FEEDING
S NOT ENOUGH@

RESILIENCY Acé\g::;gred M Advanced 8 Advanced @l Advanced
FROM Technology Forecasting Analytics Control

APPLY ALL “SMART GRID TECHNOLOGIES” IN A COORDINATED WAY
« SMART FEEDER SWITCHING
e ADVANCED SECTIONALIZATION
* ROLLING DISCONNECTS (DOWN TO METER LEVEL)
* DISPATCHABLE BACKUP GENERATORS
* DISTRIBUTED ENERGY
 ADVANCED VOLT/VAR CONTROL
« STORAGE




EVOLUTION IN GRID CONTROL

HISTORICAL CONTROL THE AGILE / FRACTAL GRID
PARADIGM
e HIERARCHICAL CENTRAL e CONTROL AREAS ARE DEFINED
CONTROL DYNAMICALLY

e AUTONOMOUS (GREEDY)
OPERATION

* COLLABORATIVE OPERATION
e DIRECTED OPERATION



RESILIENCY # RELIABILITY

Q03 /74577094




RESILIENCY vS RELIABILITY

RESIIENCY.

More local Larger scale
Shorter duration Longer duration

Limited economic impact Large economic impact

Requires societal level

Can be managed by utility coordination

Established Metrics Metrics still fo be defined




